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Abstract

Wk presentaniterative techniquein which modelched-
ing andstaticanalysisare combinedo verifylarge softwae
systemsTherole of thestaticanalysisis to computepartial
order informationwhich the modelcheder usesto reduce
thestatespace During exploration,themodelcheder also
computesliasinginformationthatit givesto the statican-
alyzerwhich canthenrefineits analysis. Theresultof this
refinedanalysisis thenfedbadk to themodelcheder which
updatests partial order reduction. At eac stepof this it-
erative processthe static analysiscomputeptimisticin-
formationwhich resultsin an unsafereductionof the state
space However, we showthat the processcorvemesto a
fixed point at which time the partial order informationis
safeandthewholestatespaces explored.

1 Intr oduction

In industrial settings,software verification consistsal-
most entirely of testing. Formal analysis,be it basedon
staticanalysisor modelchecking,is not consideredgracti-
cal for software applications.Fortunately this situationis
slowly changingandmoreresourcearedevotedto improv-
ing the practicalityof suchanalysigools. For example the
Java PathFinder(JPF)model checler hasbeenappliedto
theverificationof critical avionicssoftware[2, 11, 13].

JPFsamodelcheclerwhich operate®nprinciplessim-
ilar to the SPINmodelchecler([7], i.e.,givena closedervi-
ronmentfor software,it performsa systematiexploration
of thestatespaceof theprogramby executingit. Therefore,
JPFhasto dealwith issuessuchasgeneratingan erviron-
mentto closea systemderiing finite modelsfrom infinite
statespacesand curbing the stateexplosion problem (so
that exhaustve explorationcanbe performed). This work
focuseson alleviating the stateexplosionproblem(i.e., the
modelcheclerrunsout of memorybeforeit canexplorethe
whole statespace)y using partial orderreduction,which
eliminateshe explorationof redundanpathsdueto thein-
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terlearing of independentransitions.

JPFrelies on abstractionand static analysisto reduce
the sizeof statespacesAbstractionis usedprior to model
checking;it generates smallerprogram(meaningthat it
yields a smallerstatespacethanthe original program)that
is a safe(it preseresthe behaiors thatarerelevantto the
propertyunderconsiderationgpproximatiorof theoriginal
program.Staticanalysids alsousedprior to modelcheck-
ing to slicetheoriginal program6] (yieldingasmaller safe
program)andalso,computdnformationneededo perform
partialorderreductionduringmodelchecking.JPFhasthe
following important(for this work) characteristics:

e it is anexplicit-statemodelcheclerfor Java programs,
i.e., it usesa customJava virtual machineto explore
statesn a DFSmannerandverify properties;

¢ it pruneson-the-flythe statespaceusingpartial order
reductionon safetransitions;

o it relieson staticanalysisto computesafetransitions.

This paperfocuseson partial order reduction,and the
interactionsbetweenstatic analysisand model checking.
Sincestaticanalysids usedprior to modelchecking partial
orderanalysigs subjecto thefollowing limitationsof static
analysis:no knowledgeof the valuestaken by variablesat
run time (even thoughwe make limited use of symbolic
evaluationthroughthe Banderaoolset{4]), approximations
inherentto usingthe traditionaldataflav framework (e.g.,
wideningor k-limiting), and, the factthatthe precisionof
staticanalysiss directly conditionedby the precisionof its
aliasingalgorithm.Unfortunatelymostpracticalaliasanal-
ysesarequiteimprecise JPFhowever cancomputeprecise
aliasingsinceit exploresthe statespaceby executingthe
programunderall possibleinterleavings. Therefore,our
driving ideais to researcthow we caninterfacethe static
analyzerandthe modelchecler sothatwe cantake adwan-
tageof one’s strengthgo cancelthe othersweaknesses.

In this paper we show that the staticanalyzerandthe
modelchecler canoperateconcurrentlyandreducesignif-
icantly the size of the explored statespace. The statican-



alyzercanusedynamicinformation (i.e., alias sets)com-
putedby JPFduring stateexploration and statically com-
putepartial orderinformationthat JPFcanuseto prunethe
statespace.Thealiasinginformationgivento the statican-
alyzeris asubsebf therealaliasset;therefore staticanal-
ysis may produceincorrectinformation about safe state-
mentwhich JPFcannottrustto definitelydiscardexecution
paths.However, thisinformationcanbe usedto pick paths
(that are not discardedby the currentpartial order infor-
mation) during stateexploration. As JPFcovers more of
the statespacejt computesa saferaliasset(i.e., closerto
therealaliasset),andin turn, the partial orderinformation
computedby the staticanalyzetis safer(i.e., morerelevant
pathsgetincludedin the exploration). Eventually this iter-
ative analysigeaches fixedpoint (thealiassetis thecom-
pletealiassetfor the currentervironment),and,the model
checler knows exactly what pathscansafelybe discarded.
Theinnovativenes®f ourwork is twofold:

1. we use static analysisand model checking concuk
rently to increaseheir precision,and

2. we perform a safe analysisby computing(lessand
less)unsafeinformation.

The paperis organizedasfollows. Section2 describes
staticanalysisandpartial orderreduction.In Section3, we
formalize our approachand prove thatit yields safesolu-
tions. We thendescribeanexample,discusssomepractical
considerationsgndpresenbur conclusions.

Therestof thepaperuseghefollowing notations.State-
ments(alsoreferredto astransitions)aredenotedoy lower
caseletterssuchasn, m, p, .... Thesetof all statementss
calledT. Thethreadof executionfor a givenstatement: is
givenby 6(n). Thestateof thesystems usuallyreferenced
by the lower caseletter s. The statereachedrom a states
afterstatement hasbeenexecuteds denotediy n(s). The
setof all possiblestateds calledS. Thesetenabled(s) rep-
resentghe setof statementshatcanbe executedat states,
i.e., thetransitionsthatareenabledn states. For a given
statement, def(n) (ref(n)) is thesetof variablesdefined
(used)atn.

2 Static Analysisin JPF

Java PathFinder[2, 11, 13] is an explicit statemodel
checler thattakescompiledJava programg(i.e., byte code
class-files)and analyzesall pathsthrough the program
for deadlock assertiorviolationsandlineartime temporal
logic (LTL) propertiesJPFis built onacustomJava Virtual
Machine(JVM) andthereforedoesnot requireary transla-
tion to an existing model checler’s input notation. Since
JPFis custom-madéor Java modelchecking,it allows an
aggressie attackonthestate-&plosionprobleminherentin

mostcomple Java programs.Importantly the JPFmodel
checlerhasfull controloverwhich (Java) statement$o ex-

ecutein every state andmorewer, hasthecompletestateof

theJVM atits disposaht all timesduringexecution.These
two characteristicallows the implementationof the con-
ceptsin this paper: partial-orderreductions(only execute
certaintransitionsin eachstate)andcalculationof aliasin-

formation(presenin thedata-portiorof the JVM state).

2.1 Partial Order Reduction

To performacorrectverificationof anasynchronousys-
tem(in our case a multi-threadedlava program) themodel
checler hasto exploreall possibleinterleasings of concur
renttransitions(i.e., concurrentstatementsin the system.
Unfortunately the interleaving modelyields a combinato-
rial explosionin the numberof statesthat needto be ex-
plored. The goal of partial order reductionis to usethe
commutatvity of concurrentransitionsto reducethe state
spacehatneeddo be exploredby a modelchecler.

For example, a systemconsistingof two threadswith
threetransitionseach, suchthat transitionsin one thread
areindependenfrom transitionsin otherthreadsyields a
spaceconsistingof 16 statesandup to 20 differentpaths.
However, ary suchtwo pathsdiffer by atmostninecommu-
tationsof transitions(on differentthreads).If the property
checled by the modelchecler on this systemis not sensi-
tive to thosetransitionsthenthe statespacecanbereduced
to only onepath,i.e., sevenstates.

As describedn [3], two transitionsareindependenf the
executionof onedoesnot disablethe other(andvice versa)
(enablednessondition)andthey resultin thesamestatere-
gardlesof their executionorder(commutativitycondition).

Definition 1 two transitionsn andm areindependenat a
givenstates if thefollowing two conditionsare satisfied:

1. n,m € enabled(s) = n € enabled(m(s))
2. n,m € enabled(s) = n(m(s)) = m(n(s))

Theseconditionsdefinean independenceelationbetween
pairsof transitions(statementsphatis symmetricandanti-
reflexive. In [8], HolzmannandPeledextendthis definition
of independencwith the concepbf globalindependence

Definition 2 Two transitionsn and m are globally inde-
pendentif and only if they are independenin every state
whele they are simultaneouslgnabled.

We needtwo otherconditionsto performpathelimina-
tion usingindependencerirst, transitionshave to beinvis-
ible with respecto the checled property i.e, its execution
from ary statedoesnot changethe value of the proposi-
tional variablesin the property Secondgliminatinga path



shouldnot eliminateanothempaththatbranchedut of one
of theintermediarystates.

Partial orderreductionis usuallyimplementedisingthe
conceptof amplesets. An amplesetat states (denoted
ample(s)) is a subsetof enabled(s). When operatingin
a partial orderreductionmode,the modelchecler will ex-
plore only paths,from a given state,that startwith transi-
tionsin the amplesetratherthanthe enabledset. In other
words, given a states, partial order reductionresultsin
the eliminationof all the pathsstartingwith transitionsin
enabled(s) \ ample(s). Accordingto [3], the following
conditionsyield a correctampleset(s is a givenstate):

CO ample(s) = @ < enabled(s) = O;

C1 alongevery pathin the full stategraphthat startsat
s, the following condition holds: a transitionthat is
dependenobn atransitionin ample(s) cannotbe exe-
cutedwithoutatransitionin ample(s) occurringfirst;

C2 if s is not fully expanded,then every transition in
ample(s) isinvisible; and,

C3 acycle is not allowed if it containsa statein which
sometransitionis enabledbut is never included in
ample(s) for ary states onthecycle.

Note that C'1 implies that the transitionsin enabled(s) \
ample(s) areindependentf thosein ample(s).

Verifying conditionC1 is ashardascheckingreachabil-
ity for thefull statespacgseeTheoremll, pagel54of[3]).
Moreover, the full statespaces not availablewhenample
setsare computedduring on-the-fly model checkingasit
is the casein JPFE Therefore practicalimplementation®f
partialorderreductionneedto useconditionsthatareeasier
to check,evenif they yield lessreduction[3].

JPFrelieson anotherconceptbasedon safetransitions
[8]. In essencea transitionis safeif it is independenbn
ary transitionof ary otherthread.A partialorderreduction
schemethat usesonly safetransitionsin the amplesetis
guaranteedb yield correctresults.

Definition 3 Givena property P, statement is safeif it is
invisible with respectto P and globally independenfrom
anym sud thaté(n) # 6(m).

Practically at ary givenstates, JPFlooksfor a safetransi-
tion in enabled(s) (thesetof enabledransitionsat s). If it

findsasafetransition sayt, JPFexecutest andexploresthe
graphit createsDuring backtracking,JPFignoresthepaths
originatedin the othertransitions(enabled(s) \ {t}). If it

doesotfind ary safetransitionin theenabledset,all transi-
tionsareexplored.In otherwords,theampleset(ample(s))

is eitherthefull enabledset(enabled(s)) orasingletoncon-
taining oneof the safetransitionsin enabled(s). Contrary
to SPIN, JPFrelieson a staticanalyzerto performthe de-
pendencanalysiseededo identify safestatements.

2.2 Static Analysis

This sectiondescribeshow JPFusesstatic analysisto
computepartial orderinformation. We designedur analy-
sisbasednthedependencedefinedin the Banderaoolset
[4]. Hatcliff etal. definedsix typesof dependencefs].
Therearethreeintra-threaddependenceshich areusually
found in sequentialprograms,namely: data, contmwol and
divergencedependencesSincethesedependencerelate
statementsvithin the samethread,they cannotbe usedto
identify independenstatementg¢seepagel57 of [3]).

Hatcliff et al. alsodefinethreetypesof dependences
(interference syndironization andreadydependenceshat
captureconcurrenyg issues. The interferencedependence
captureghefactthatsharedvariablescanescapéhe scope
of a giventhread. We give the formal definition of inter-
ferencedependencéecauset is usefulwhenit comesto
computingpartialorderinformation.

Definition 4 A statement is interference-dependeratn a
statementn if

1. 8(n) # 6(m), and
2. def(m)Nref(n) # Q.

Notethatde f (m) andref(n) needto take into accounthe
possiblepresencef aliases.Second,t is obviousthat, if
n is interference-dependenn m, thenn andm are not
globally independentthey do not commute)with respect
to partial orderreduction. So, computinginterferencede-
pendencegivesimportantinformationaboutindependence
with regardto partial orderreduction. However, interfer
encedependences not quite restrictve enoughto identify
safestatementsThereforewetake aconserativeapproach
andconsiderthatary statementlefiningor using(possibly
via analias)a sharedvariableis unsafe.Our problemthen
becomesanalyzingstatically a programto identify shared
variables.Thisrequiresaliasanalysis.

Both the synchronizatiorand readydependencareir-
relevantto our discussioron partial orderreduction. Syn-
chronizationdependencexiststo make surethatthe mon-
itors enclosinga statementhat is in the slice are alsoin
theslice. Sincethe statementévolvedin synchronization
arein the samethread,they arealreadyconsiderediepen-
dentwith regardto partial orderreduction,andwe do not
needto computeif statementsre synchronizatiordepen-
dent. The readydependencatatesthat a statementn is
ready-dependertn a statementn if m's failure to com-
pletecanmake 6(n) block beforereachingor completing
n. Accordingto this definition,the executionof m doesnot
disablen; quitethecontrary it enables:. Thereforeready
dependencés irrelevantto the notion of dependencevith
regardto partialorderreduction.



If neither synchronizationnor ready dependencesre
usefulto provide informationaboutindependencwiith re-
gardto partial orderreduction,we still needto studythe
synchronizatioomeansn Java andanalyzetheirimpacton
statemenindependence.For that, we take a closerlook
atthe synchronizatiomommandsdentifiedin [6]: namely
entermonitor, exit-monitor, wait, notify, andnotify-all. The
first commandentermonitor) is the only onethatcandis-
ablestatement®n differentthreads.Indeed,the execution
of entermonitor preventsotherthreadsto accesghe lock,
potentiallydisablingtransitionson thosethreadgnotethat
it disablenly statementthatareattemptingo acquirethe
samelock; onceagainit is a sharedobjectproblem). The
exit-monitor, notify, andnotify-all commandseleasdocks;
thereforewithoutconsideringpossibleaxceptionproblems,
thesecommandslonotdisableotherstatementghey rather
enablesome.Finally, thewait commandioesblock the ex-
ecutionof somestatementsbut only on the samethread,
which meanghatit canblock only statementshathave al-
readybeendeemediependenthereforewe do notneedto
payspecialattentionto wait commands.

The staticanalyzerdoesnot really computewhat state-
mentsare safe. It identifies unsafestatementsand then
markthe otherstatementassafe. Hereis the formal defi-
nition of anunsafestatement:

Theorem1 A statement: is unsafeif
1. nisinterferencedependenbn any otherstatement,
2. n is anentermonitorstatementor
3. nis aninvoke statemenbn a syndironizedmethod.

Conditions2 and 3 are strongerthat they needto be. An
entermonitor statemenis unsafeonly if thereis another
entermonitor statementon anotherthread attemptingto
grabthe samelock. Condition?2 takesa conserative ap-
proachand mark ary entermonitor statementas unsafe.
Similarly, condition 3 takes a conserative approachby
markingall invocationsof synchronizednethodsasunsafe.

2.3 Implementation

Partial order reductionis performedon-the-fly by JPF
basedon informationcomputedby the staticanalyzer As
illustratedin Figurel, in the currentimplementationstatic
analysigs donebeforemodelchecking.Thestaticanalyzer
identifiesa setof safestatementsywhich JPFusesto elim-
inateredundanpaths. The staticanalyzeris run only once
(beforeary run of the modelchecler) andthereforeit pro-
videsconsenrative results;it only computesa subsebf the
ideal setof safestatementsThis guaranteethatall inter-
leavingsthatcanaffecttheresultof the verificationprocess
areexploredby JPF The precisionof the analysisdirectly

affectsthe numberof pathsthatJPFcanignore. Therefore,
approximationamadeby the static analyzerhave a direct
impactonthelevel of reductionachievedby JPE
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Figure 1. One-time partial order reduction.
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Partial orderanalysisdepend®n aliasingandcall graph
analyses;hence,it suffers from the approximationintro-
ducedby thoseanalysesUnfortunatelyaliasinganalysids
acomple problem[10]. For example,it hasproblemshan-
dling possiblyinfinite datastructures.Practicalalgorithms
rely on k-limiting schemeghatdifferentiatealiasedn lists
only up to adepthof k [10]. Moreover, scalablealgorithms
typically do not differentiatebetweerdifferentcalling con-
texts[1, 12]. Thisleadsusto believe thatonly limited par
tial orderreductioncanbeachievedby usingstaticanalysis
asapre-processingtep.

Ourdriving principleis basedntwo obsenations.First,
JPFcancomputeprecisealiasing(andcall graph)informa-
tion while the static analyzercan only computeapproxi-
matealiasinginformation. Therefore JPFshouldbetheone
computingthe aliasinginformation. Second,JPFlacksa
globalview of the synchronizationn the systemit usually
considersonly one pathof executionat a time andit does
notrealizethesynchronizatiomproblemsuntil it bumpsinto
them. The staticanalyzerhasa more abstractview of the
system,and given the properaliasinginformation, it does
a goodjob at computingpartial orderinformation. There-
fore, it shouldbethe onecomputingtheindependencsets.
Thereforejt seemghat, by working on differentaspect®of
the problem,they could helpeachotheranddo a betterjob
thanthey do now. This paradigmis illustratedin Figure2.

State Spack

enables pruning

yields

explores

alias se computes

Figure 2. Iterative partial order reduction.

Theoreticallythis paradigmis attractve, but, practically
it seemdo beonly realizableat the expenseof safety(i.e.,



the verificationis optimistic anddoesnot offer guarantees
evenif it terminates).Indeed,JPFcanonly computepar
tial alias setsasit exploresthe statespace. Only when
it hascompletelyexploredthe statespacecanit compute
precisealiassets. Therefore it seemghat, in our scheme,
staticanalysiswould alwaysbe basedon unsafealiassets,
andhence produceonly overly optimisticsetsof safestate-
ments. This implies that JPFcould potentiallyignorerel-
evant paths,andtherefore,miss someerrors. Fortunately
thisis notsoaswe prove in thenext section.

At each new iteration, JPF adds new aliasesto the
alias setsit computedduring previous iterations. These
new aliasesmay leadthe staticanalyzerto re-classifysafe
statementasunsafe(but never unsafestatementsissafe).
Thereforeateachnew iterationthesetof safestatementts
a subseDf the safestatementsit previousiterations.Each
timeastatemenis re-classifiedrom safeto unsafejt forces
JPFto consideadditionalpaths.Theiterationprocesstarts
with no aliassets(or oneresultingfrom a must-aliasanal-
ysis) and optimistic setsof safe statements.The process
goeson until JPFhassafelyidentifiedall the aliasesn the
program. At that point, JPFgivesan exact aliassetto the
staticanalyzey which in turn cancomputean exact setof
safestatements.That setis then usedby JPFto identify
exactly all therelevantremainingpaths.The overall verifi-
cationprocesghenfinishesonceJPFhascaoveredall rele-
vantpaths.All of thisis valid becausdPFnevercompletely
discardsa pathuntil thewhole verificationprocesss over.

The innovative aspectof our methodis thatit performs
anoverallsafeanalysisoutof iterative unsafeanalysissteps.
Moreoverif no approximationgreintroducedby the static
analyzemwhencomputingthe setof safestatementghenit
resultsin anoptimalreductionof the statespace.The state
spacesxplored by JPFduring eachiteration (besidesthe
lastone)areonly partial statespaces.Therefore,stopping
at thesestagescould yield incorrectresults. The overall
processcornvergestowardsan optimal (in termsof partial
orderreduction)statespace.

In thenext sectionwe describeaframavork thatformal-
izesthis approach.We thenuseit to prove the correctness
of this approach.In particulay we prove thatthe iteration
processcannotfalsely detectthat an alias setis complete
(which could causean early terminationof the stateexplo-
rationandhenceyield incorrectresults).

3 Formal Framework
3.1 Aliasing

In thissectionwe definealiasingandestablishresultson
thealiasanalysisdoneby JPE Formally, analiasatprogram
pointt is apair (u, v) of reference$(u, v) € R? whereR is
the setof referencesn the program)thatpointto the same

storelocation. In otherwords,« andv give accesgo the
sameobject. We canrepresenall aliasesn a programasa
mappingof programpointsto aliassetsasfollows:

Al T — 2RxE
t = {(u,v) € R?}

whereA(t) representshesetof aliasesholdingat program
pointt. We defineA asthesetof all possiblealiasmapping
for agivenprogram.In the restof the paperwe will refer
to A € A asthealiassetof the program.We alsodefinea
naturalpartialorderon A asfollows:

V(A,B)e A: ACB& (VteT: A(t) C B(t)).

In the presenceof dynamicinformation aboutfinite pro-
grams, A is finite. The numberof referencess bounded,
andthereforethereis afinite numberof aliascombinations.

We assumehatatary giventime duringtheanalysiswe
candeterminghesetof statesS® thathave beenexploredby
JPE We alsoassuméhat JPFcanreliably computethe set
of aliasesholdingatary givenstate.Let f, (f, : S — A)
bethefunctionthatallows JPFto extractaliasesrom a set
of exploredstatesThus,

fa (Se) =A
where S¢ is the setof exploredstatesand A is the setof

aliasesfor the currentsetof exploredstates. It is obvious
that f, is monotonicallyincreasing.

VX, Y) €S : X CY = fo(X) C fu(Y) 1)

Indeed,exploring morestatesdoesnot eliminatealiasesijt
only addsmorealiases.

3.2 SafeStatementAnalysis

We assumethat the static analyzerhas a consistent
meanf computinghesetof safestatementgivenanalias
set.Let f; (fs : A — T) besuchafunction. Thus,

fs(A) =1

whereA is thecurrentsetof aliasedn theprogramand! is
thesetof safe(independentytatementshatcanbeinferred
given A. Olviously, f, is monotonicallydecreasing.

VX, Y)e A2 : X CY = fi(Y) C fo(X) (2)

Adding analiasmaycreatea newv dependencamongstate-
ments,but it doesnot remove ary. Therefore,it canonly
changea safe statemeninto an unsafestatementindcan
never changeanunsafestatemeninto a safestatement.

Furthermorelet f. bethefunction(f,. : T — S) that,
givenaset! of safestatements;ancomputethelargestset
of statesSM = f£,.(I) that can be explored by JPF It is
obviousthat,at ary giventime, the setof stateexploredby
JPF(sayS°®) is asubsebf SM.

secsMcs



3.3 Fixed Point Analysis

The analysisusesan iterative processwhich seesthe
staticanalyzercomputeindependenceetsand JPFbounds
on stateexplorationandaliassets.The procesgoesasfol-
lows (note:indicesrelateto iterations):

1. givenanaliassetA;_1, the staticanalyzercomputes
anindependenceetl;, = f;(Ak—_1) while JPFis ex-
ploring a confinedstatespace(S§_, C S, );

2. thenJPFusesl;, to limit its explorationto a new con-
finedstatespacgSM = f,(I})) by performingpartial
orderreduction;

3. JPFcomputesa setof aliasesA;, giventhe statespace
S¢ it hasexplored(Ay, = f,(Sf) andSg C S¥);

4. theprocesgoesbhackto Stepl unlessafixedpointhas
beenreached A1 = Ay).

To show that a fixed point is reachedwe defineC =
(AxT xS x S)whereary ¢ € C consistsof an alias
set,asetof safestatementsgndconfinedandexploredstate
spacesWe alsodefinea partialorderrelationC over C:

vcl = (AlaIlasfuvsle)ch = (A27127S§475§) eC:
citCe s
(A1 CAs) A (L 2 B) A (ST C 837) A (SF C S5)

ThefactthatC definesa partialorderderivesdirectly from
thefactthat C is a partialorderrelation. Therefore(C, C)
is apartialorderedset(or poset).It is alsoeasyto show that

Lemmal (C,C) is a completdattice.

Proof: First, notethatC' is finite becausd’, S, and A are
finite. Therefore we only have to show thatthe supremal
(supY)ofasetY C C'isin C (andsimilarly for theinfimal

of Y, inf Y). Thisis trivial sincesup C = (4,¢,5,5) € C

andinf C = (¢, T, ¢,8) € C.

We now definea function f (f : C — C) thatsumma-
rizesthe effectsof aniteration. Thus,

Ve=(A,1,5M,5%) e C:
f(C) = (g Ofa(Se);fs(A)afs of,.(A),Se)

It is alsotrivial to shaw that,for ary iterationk,
(Ak, I, Sg*, S0) = F((Ak—1, Te—1, 371,55 1))
andthat,using(1) and(2), f is monotonically‘increasing”.
Y(ci,e2) € Cier Eea = f(er) E fle2) 3

Thereforewe canshawv that

Theorem2 f hasa supemalfixedpoint
Proof: All we haveto shaw is that
e fisamonotondunction(see(3))

¢ fisdefinedoveracompletdattice(C, C) (seeLemma
1). Then,accordingto Theoren.1in [9], f admitsa
supremafixedpoint.

At this point, we have shavn that our iterative verification
proceswill corvergeto afixedpoint. We still haveto shav
thatthis fixed point correspond$o a correctanalysis.

Theorem 3 After terminationof the iterative process,all
relevantpathshavebeenexplored.

Proof: Let P(S) bethesetof pathsin thefull statespaceS.
Let P(S4) bethesetof pathsin the exploredstatesspace.
Let T bethe setof all possibletransitions. Let s(p) be a
functionthatreturnsthefinal stateof a pathp.
Assumethatthereexist pathsthat shouldhave beenex-
ploredbut have beendiscardedy JPFbasedon the partial
orderinformationgivenby the staticanalyzer Let p bethe
first suchpaththatcouldhave beenencounterethy JPF

p € P(S)\ P(Sa).

Letp' € P(S4) bethe explored paththat “caused”p to
be discarded.Then,thereexist two transitionst andt' and
threesub-pathg,, ps, andp), suchthat

® p = p1.t.p2,

o p' =pi.t'.ph,

t,t' C enable(s(p1)), and
o t' wasmisclassifiedassafe.

If ¢’ is notsafe theneithert' is visible by the propertybeing
checledor it is notgloballyindependent.

It is not possiblefor ¢’ to be visible by the propertybe-
causet wouldimply thatanaliasatt’ hadbeenmissedeven
thought’ wasexecutedby JPF;this violatestheassumption
thataliasdiscovery on statesvisited by JPFis correct.

Then, ¢ mustnot be globally independent.Moreover,
sincep shouldhave beenexplored,it meanghatt andt’ are
notindependenat states(pl). This impliesthatt and¢’
access sharedrariable(or lock) throughaliasesandthatat
leastoneof thesealiasess neveruncoveredduringtheanal-
ysis. However, suchaliasegesultfrom the executionof the
lasttransitionin p, (i.e.,thetransitionpreceeding in p and
t' in p'). SinceJPFhasexecutedhattransition thesealiases
would have beenfound by JPF(again,usingthe assump-
tion thataliasdiscovery on statesvisitedby JPFis correct).



Therefore thereareno aliasesaccessing sharedvariable
from ¢ andt’, andt’ is globally independent.

Thereforep wasrightly discardedy JPFWe canrepeat
thisreasonindor every (wronglydiscardedpathandprove
thatall therelevantpathshave beenexploredby JPF

4 Example

Theexamplein Figure3 is a simplemulti-threadedro-
gramthatexhibits a subtledeadlockdueto incorrectinitial-
ization of variables.Essentiallythe deadlockis dueto the
countvariablesin Taskland Task2not beinginitialized to
zero- theimportantstatementshatwould needto beinter-
leavedin orderto find this errorarethe assignmentto the
countvariablesjust prior to the while loop in eachthread
(i.e.,statementtabeledu; andus in Figure3).

classMain {
staticvoid main(String[Jargs) {
Eventnew_ev1 = new Event();
Eventnew_ev2 = new Event();
Taskltaskl=
new Taskl(nev_evl,nev_ev2);
Task2task2=
new Task2(nev_evl,nev_ev2);

classEvent{
int count=0;
synchronizedoid
wait_for_event(intrcount) {
if (rcount== count)
try {wait();}
catch(InterruptedExceptice) };

task1.start(); synchronizedoid signalevent() {
task2.start(); count= (count+ 1) % 3;
notifyAll();
} }
}

classTasklextendsThread{
Eventeventl,@ent2;
int count=0;
Task1(Eentel,Evente2){
this.eventl=e1l;
this.event2=e2;
this.start();

}
void run() {
w1 count= eventl.count;
while(true){
eventl.vait for_event(count);
count= eventl.count;
event2.signakevent();
}
}
}

classTask2extendsThread{
Eventeventl,eent2;
int count=0;
Task2(Eentel,Evente2){
this.eventl=el;
this.event2=e2;
this.start();

}
void run() {
ug: count= event2.count;
while(true) {
eventl.signakvent();
event2.vait_for_event(count);
count= event2.count;
}
}
}

Figure 3. Java program with deadloc k.

During the first iteration, the static analyzerdoesnot

have ary aliasinginformation. Let us examinethe class
Taskl. Even though the analyzercan determinethat
the fields eventl andevent2 are probablyaliasedto ob-
jectson differentthreads,it hasno concreteproof that it
is happening(becausét hasno alias information at this
point). Therefore the analyzerhasno choicebut to mark
all the statementslealingwith thosevariablesas safe,ex-
ceptfor the statementinvoking the synchronizednethods
wait_for_event andsignal_event. In thesecasesthean-
alyzer caninfer that theseinvocationswill askfor locks

(eventhoughit doesnot know which locks) andwe mark
suchcalls asunsafe(without checkingwhat objectis used
asalock). A similar analysisis donefor the classT ask2.
All statement#n classEvent aremarkedassafe(andwill
remainso sinceno aliasescanbe generatedn the Event
class).All statementin classM ain aremarkedassafe.

During the first exploration done by JPF the follow-
ing aliases(amongothers)will be uncovered. The refer
encesM ain.new_evl, Taskl.eventl, andT ask2.eventl
will bealiasedwhentaskl andtask2 startrunning. Sim-
ilarly, the referencedV/ ain.new_ev2, Taskl.event2, and
Task2.event2 will bealiasedwhentaskl andtask2 start
running. Sincethe statements; andu, (in boldin thefig-
ure) have beenmarkedassafe,they arenotinterleavedand
JPFdoesnot find the deadlock.Still, JPFpassesmportant
aliasinformationto the staticanalyzer

During the secondteration,somealiasinformation,in-
cludingthealiasesoncerninghefieldseventl andevent2
in bothTask1 andTask2 will be known to the staticana-
lyzer. Usingthis information,the analyzercannow mark
as unsafeary statementaccessinghe fields eventl and
event2 in bothTaskl andT ask2 (includingstatements;
andus). Thisresultsin only onesafestatemenin eachof
thethread:the conditionof thewhile loops.

This new information is then communicatedto JPF
whichrealizest needdo take into accounsomeadditional
interleaving. This resultsin JPFinterleaving statements;
andus andin thedeadlockbeingfound.

nop.o.r p.o.r p.o.r
u1, us Safe| ug, us unsafe
States 866 339 432
Transitions| 1489 459 632
Deadlock | found notfound found

Figure 4. State space reduction figures.

Table4 shaws the resultsof runningJPFwithout partial
orderreductionand with differentinformation aboutsafe
statementsColumnl shovs theresultswhenJPFdoesnot
useary partial orderreduction. Column 2 shaws the re-
sultsobtainedby JPFwith partial orderreductionusingan
overly optimistic setof safestatements.Column3 shavs
theresultsobtainedby JPFwith partial orderreductionus-
ing a correctsetof safestatements.Sincethe exampleis
quite small, JPFcanfind the deadlockwithout partial or-
der reduction,but, to do so, it hasto visit twice as mary
statesaswhenit performspartial orderreductionwith the
correctsafe statements Whenthe information aboutsafe
statementss incorrect(asin thefirstiteration)thedeadlock
is notfound. But the discovery of aliasesby JPFleadsto a
correctsetof safestatementsand,JPFeventuallyfindsthe
deadloclkaftervisiting roughly 100 morestates.



5 Practical Considerations

Ourtechniquereliesonthefactthat JPFalwaysfinishes
the exploration of a graphonceit hasstartedit. This is
nottruein generakither; explicit statemodelcheclersof-
tenrun out of memorybeforethey canfinish exploring the
whole space. If it is the case,our iterative techniquewill
perform an unsafeanalysis. However, in its normal pro-
cessingnode,JPFwould have run out of memoryarnyway.
So,theresultof its analysisvould beunsafeoo. Therefore,
our methoddoesnot do worsethanthe normalprocessing
mode. We might even arguethat it would cover a “more
relevant” statespacebeforeit runsout of memory

A final importantconsiderations the fact that JPF as
most explicit-statemodel checlers, stopsat the first error
it finds and returnswith an error trace (in JPF5 case,a
full executiontrace). Therefore by constraininghe model
checlerto staywithin a confinedstatespace(at eachitera-
tion), we restrictthe possibility of the modelcheclerto get
lostin someuninterestingpart of the statespace.It would
beinterestingo extendthe staticanalysissothatthemodel
checleris guidedtowardscritical areadirst.

6 Conclusion

We have describedaniterative procesgo performsoft-
ware verification using static analysisand explicit-state
modelchecking. Static analysisidentifiessafe statements
which areusedby the modelchecler to performpartial or-
derreduction(thusincreasinghe chance®f exhaustve ex-
ploration). The modelchecler performsstateexploration
(using partial orderreduction)and computesprecisealias
setsusedby the staticanalyzerto identify safestatements.
Thiswork is innovative for thefollowing reasons.

e It describesa framewvork where static analysisand
modelcheckingwork concurrentlyto improvethecov-
erageandthe precisionof softwareverification;we are
awareof only oneotherwork [5] usingmodelcheck-
ing andstaticanalysisconcurrently;but it is basedon
abstracinterpretatiorandabstracmodelchecking.

e It describesaniterative procesghat computesunsafe
intermediataesultsuntil it corvergesto a saferesult;
traditionalresearclideasn staticanalysisandexplicit-
statemodelcheckingtry to improve on safesolutions
by reducingtheimpactof theapproximations.

e Thismethodyieldsasolutionthatis muchcloserto the
optimal solution(bothin termsof aliasingand partial
orderreduction)}thantraditionalmethods.

However, we paythe price of losingsomeof the generality
in theresultsof thestaticanalysis.Sinceweincorporatedy-
namicinformation,the resultsof the staticanalysiscannot

be re-usedor differentinputs(environment)of a program
asit wasthecasein thetraditionallinearprocess.

Our future plansareto improve the currentimplementa-
tion, to experimentwith this techniqueon mary moreJava
programsandto definea rationalefor the durationof the
iterationsteps.Futureimprovementsncludethe useof on-
demandor compositionalplgorithmsin thestaticanalysis.
We expectthat,aswe experimentwith otherJava programs,
we might have to refine the distribution of work between
thestaticanalyzerandthemodelchecler. We will alsocon-
siderothertypesof interactionsetweerthe modelchecler
andthe staticanalyzerandpossiblyothertechniques.
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